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Q I have an ap pl ica tion that d ow n lo ad s Act iv eX
®

co n tro ls in a n H TML p ag e. O n ce rta in m ach ines the

do wn lo ad fai ls, b u t if I give the user loca l a dm in r ig ht s, the do w nloa d succee ds. W ha t a re t he spe cific

privi leg es that nee d t o b e g ra nte d t o a user for them to b e a ble t o d ow nloa d Active X con tro ls v ia HT ML pa ge s?

A Don ' t ha ck y ou r u ser p rivi lege s to al lo w t he m to in sta ll Activ eX co ntr ols, as t his wo u ld al lo w user s to in stal l

any ar bi tr ary cod e a nd tr ash the ma chine. Y ou sho uld d ep lo y t he Act iv eX con tr ols to t he use rs in a M icro soft ®

In st al le r (MSI ) p ack ag e th ro ugh Activ e D ir ecto ry
®

so that y ou do n 't hav e to lo ose n user re striction s. Yo u ca n

also u se Syste ms Ma na ge me nt Se rv er (SMS) o r yo ur to ol of choice.

Q Do y ou know of a ny go od to ols for conver ting .png (o r .p sd, .jp g, .gi f) in to .ico fi le s?

A There ar e a numb er of p ro gr am s tha t d o th is. Yo u ca n t ry Ax ia lis Ico nW orkshop . Yo u m ig ht also w an t to

lo ok a t Irfa nv ie w . It' s fast a nd d oes a ll th e co nv ersion s yo u men tioned , along with other u sefu l stu ff. Y ou can

also u se ico Conve rte r d ev elop ed by Alex andr e So uza . It let s you select an im ag e ( .bm p, . png, o r .jp g) that

wi ll be conve rte d t o .ico fi le . Yo u ca n d ow n lo ad it fr om the l in k a t the t op of th is a rt icle.

Q I'm using loa d b alan cing acro ss my We b se rv ice s farm . Bot h m y UI ser ver s and se rv ers host ing t he We b

se rv ice s are lo ad ba la nce d. Also not e that I have affin ity set t o "no ne ". O ccasional ly w he n ca ll in g a W eb

se rv ice fro m ASP.N ET , I g et "Unde rlying Connection W as Closed " err or me ssag es. W he n loa d b alan cing is not

in vo lve d in the te st enviro nm en t, I do n' t ge t the e rr or . The e rro r is de scribe d a t FIX: In termitte nt "Und erlying

Co nne ctio n W a s Close d" E rr or Me ssag es W he n Y ou Cal l a We b Se rvice fr om ASP.NET . What 's up?

A Th is ty pe of e rr or is com mo n in lo ad -balan cing sit ua tio n s. To avo id i t yo u nee d to use sticky se ssio ns; in

other wo rd s yo u nee d to set the Affin it y to "single host" (no te t ha t Cisco and o ther lo ad -balan cing pa cka ge s

may re fer to i t b y a d i ffere nt na me ).

If yo u a re using secu re sock ets lay er (SSL) , it d oe sn' t m ak e sense t o neg otiat e an SSL connection fro m t he

cl ien t to serv er A and then have the loa d b alan cer m o ve y ou r nex t ro und - trip t o ser ve r B. Since no SSL

co nne ctio n w a s e sta bl ished with ser ver B, yo u g et "T he unde rlying connection w as closed : Cou ld no t est ab lish

se cur e channel f or SSL/TL S" e rro r.

St ick y session s ar e a req u ir em en t if y ou ar e using a ny HT TP co nne ctio n - lev el (a s op po sed to r eq uest- lev el)

pro to cols like SSL or W ind ow s NT ® LAN Manag er (NT LM). Lik e SSL, i f yo u a re using NT LM au the nt ica tio n ,

when the loa d b alan cer m ov es the cl ien t to serv er B for t he seco nd ro und - trip, t he clien t w il l g et som e kind o f

HTT P 400 - lev el Bad Req ue st me ssag e ( like 401 or 403) or som e a ccess de n ied er ro r, b eca use the pr op er

NTLM neg ot ia tio n d idn 't tak e p la ce be tw ee n the cl ien t and se rv er B ( the cl ie nt ne go tia te d w it h se rve r A) .

SSL a nd NT LM op er ate at t he conne ction le vel , not a t the r eq ue st leve l. L oad b alan cers o pe ra te a t the

req uest leve l un le ss con fig ur ed for clien t affin ity .

Dep ending o n y ou r p ar ticu lar ci rcumst ances, i t is som etime s po ssib le to u se

Unsa feAu the nt ica ted ConnectionSha ring to pr eve nt th is NT LM er ro r. He re is fu rthe r re ad ing on the sub ject :

ASP and W eb Session Manag em en t , How To Ha nd le We b Cl ie nt Session State in an Ap pl ica tio n Cen ter 2000

Clu ster , Av oiding T rap s W he n Using the Ap pl ication and Se ssio n O bje cts, and How to use ASP .NET se ssio n

st ate SQL Se rve r Mo de in a fa ilov er clu ster .

Q How can I ca pt ur e al l We b r eq ue sts that co me in to my site using a single .a spx pa ge tha t w il l e xa mine the

pat h r eq ue sted and the n g ener ate the r esp onse fro m a da ta ba se ? I a dd ed the fo llow ing cod e to my

Glo b al .asax , bu t i t' s wo rk ing o n o nly so me re quests:

protected void Application_BeginRequest(Object sender, EventArgs e)

{

HttpContext hContext = HttpContext.Current;

string requestURL = hContext.Request.Path;

hContext.RewritePath("/default.aspx?path=" +

hContext.Server.UrlEncode(requestURL));

}

A You r mo du le wi ll o nly ex ecu te ASP .NET r eq ue sts be cause .h tm l a nd .asp ex ten sio ns w i ll be ser ved b y II S

withou t be ing pa ssed to the ASP .NET run time . If y ou wa nt to ca ptu r e al l r eq ue sts in t ha t sing le . asp x pa ge ,

you have to d o the fol lo w ing:
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 Go t o P rop er ties fo r yo ur virtua l d ir ecto ry in the II S ad ministr ative too l a nd cl ick t he Con fig u rat io n o pt io n.

 Ma p t he .asp , .ht ml, and o ther ext en sio ns y ou de sir e to the asp net_ isa pi .d ll (co py the pa th use d fo r .a spx

ext en sio n) . That wi ll te ll II S t o p ass r eq ue sts for these e xte nsion s to ASP .NET. Y ou shou ld ma ke sur e to

dese le ct "Che ck i f file e xist s" i f th e .a sp a nd .ht ml files a re virtual and d o no t actual ly ex ist on the ser ver .

Q In my d ynam ic Dat aGr id , ( see Figure 1) w hy am I a ble to see al l o f the columns fro m the D ata Set, eve n

tho ug h I have set t he Auto Ge ne ra teCo lumns p ro per ty to fa lse and hav e o ne bo und co lumn a dd ed to t he gr id ?

A You hav e alre ad y b ound the g rid b efo re you set any o f the sett ings. Ca ll ing Da taBind sho u ld be the la st ste p

befo re ad ding i t to the pa ge , as show n in Figure 2.

Q I have som e q ue stio n s ab ou t the Lo cal Gr oup P ol icy (W ind ow s® XP SP2 ). W hat is the d iffe re nce be twe en

this re gistr y ke y

User Configuration\Windows Settings\Internet Explorer Maintenance\Security

and the fo llow ing re gistry ke y:

User Configuration\Administrative Templates\Windows Components\

Internet Explorer\Internet Control Panel\Security Page\...

Do I ne ed to se t b oth , o ne , or the othe r?

Bo th of these ke ys d eal w ith the se cur it y zones in Micro soft I nt er ne t Ex plor er . The se cond k ey loo ks l ik e the

GUI piece b u t also se ts the k eys, w h ile the fi rst key dire ctly set s the ke y. W hich o ne of t he se ta kes

pre ced ence?

A The Adm in T em plate s sett ings a re true p ol icie s (no r eg istr y ta tto oing ) and p ro vide for v er y g ranu la r co ntr ol .

Th is is ne w w ith Wind ow s XP Se rvice P ack 2 a nd is a gr ea t im p rov em en t in I nt ernet Ex plor er m anag ea bi l ity .

In ter ne t Ex plor er Mainte na nce (I EM) pr ov id es funct io na li ty sim ilar to the I nt er ne t Ex plor er Adm in ist ra tio n

Kit ( IEAK). T hose se tting s ta tto o the r eg istr y a nd do not p ro vide for gr anular con tro l. I nt er ne t Ex plor er

Ma in te na nce do es not p ro vide the ab il i ty to con figu re just o ne URL Action ( like Act iv e Script ing t o P rom p t for

the In ter ne t zo ne ) w it ho ut con fig ur ing al l th e o ther URL act io ns fo r a ll th e zones.

Anot he r imp or tan t p oint is t ha t IEM con tro ls r eg ist ry se tting s ou tside of p ol icy and se ts the co rr espo nding

reg ist ry k ey in pr efe ren ces. Sa vv y users ca n t he n m an ip u la te the U RLAction settings in t he reg istry afte r the

IEM p or tion of the G ro up Po licy O bje ct (GPO ) a pp l ie s. Wind ow s XP SP 2 p ol icy set ting s (those con fig u red in

Ad m in Te mp la tes) pr ov id e p ro tect io n fr om no n -adm inistra tive u ser ma nip ulation b ecause t he po licy subk eys

ha ve ACLs w h ich pr ev en t no n -adm ins fr om cha ng ing the se v alue s.

The fo llow ing is the o rd er of p rece de nce of p ol icy (Ad min Tem p la tes) and p re fer en ce ( IEM) p roce ssing of

URLAction values:

 HKEY _L oca l_Mach ine P ol icy (Ad min T em plat es)

 HKEY _Cu r ren t_User Po licy (Adm in T emp late s)

 HKEY _Cu r ren t_User Pr efe ren ce ( IEM)

 HKEY _L oca l_Mach ine P refe re nce (I EM)

The fi rst m atch is the en for ced sett ing w ithin In ter ne t Exp lo rer , me an ing tha t i f yo u se t it in the p ol icy

se ction and t he IEM se ction , po licy w in s. T his in clud es m od ification s m ad e in the U I (wh ich simp ly con tro l

URLAction settings in t he pr efer en ces subk ey s) .

Q A fr ee ne wsp ap er We b si te I u se con firms p assw o rd up da tes w ith a n e -mai l in wh ich the p assw o rd is

rev ea le d in p la in te xt. T his d oes not see m secu re to me . Is i t?

A The rig ht q uestion to ask is, " is th is secu re e no ug h?" T his kind o f question is a g oo d o pp or tun i ty to re al ly

get a handle o n how fa r yo u nee d t o g o to secu re di ffer en t kind s of dat a. Re me mb er , secu ri ty isn' t a bina ry ,

all -or -no thing b it tha t yo u set o n a n a pp licat io n. Se cur ity com es fr om a p ro cess w he reb y y ou id en ti fy th re at s,

the n ide n tify the va lue o f the d ata be ing t hr ea tened , and d esig n a stra teg y to m itiga te tho se th r eat s in the

co n tex t of t he value b eing pr ote cted . Ho w w o rried is anyone t ha t som eo ne else m ig ht re ad tha t fre e

ne wsp ap er using yo ur ID ?

Do y ou ke ep silverw are in yo ur house? Y ou must ea t w it h so me thing. I s yo ur ho use secu re? So me one

ce rt ainly co uld g et in to y ou r house a nd ste al you r si lverwa re if h e r ea lly w an ted to . The q ue stion then is

whether yo ur silve rw ar e is so va luab le and the th re at o f me stea ling i t is so gr ea t that y ou 'r e w il l in g t o shutt er

all yo u r w indo ws, ba r yo ur do or s, buy a safe for you r si lverwa re , and h ire g uard s to kee p m e o ut .

So , w ha t's t he bo tto m l in e? I t m ake s li ttle se nse to im plem en t a se cur it y syst em tha t co st s mo re tha n

rep la cing the da ta being th r eat ened . If yo u paid $30 for y ou r si lv erwa re at T ar ge t, yo u w o uldn 't exa ctly b e

wo rr ied ab ou t i t. H aving a passw o rd costs so me thing — the pa sswo rd da tab ase ha s to be ma in tained, the cod e

ha s to b e d eb ug ge d, a nd so on . But p assw o rds m itig at e a w hole lot o f th re ats. N ot e ve ry t hr eat , by any

mea ns, bu t lots o f them .

You 've id en tified a t hr eat no t m itig ate d b y the e xisting stra teg y — so me one co uld be p ack et -sn i ffin g y ou r e -

mai l . Ther e cou ld b e a ro gue a dm in at y ou r I SP. Se nd ing t he pa sswo rd in the clea r d oesn ' t mitiga te a ga in st

the se th re at s.

How ev er , you need to ask you rse lf t he fol lo wing q ue stio n s: w ha t is the va lue o f the d ata be ing p ro tect ed —

the ab il it y to re ad you r ne wsp ap er ? What is the l ikel ih o od of at tack ? Are the re re al ly r og ue ad min s rea ding

you r e -mai l to st eal yo ur ne w sp ap er pa sswo rd ? W ha t is the cost o f mitiga ting the a ttack ? Are there any o the r

facto rs? Fo r in st an ce, i f re cove ring fro m a n atta ck is che ap and e asy , the n p re ve nt ing the atta ck is le ss

im po rta nt . Of co ur se, y ou ma ke t hing s w orse for yo ur sel f if th e p assw o rd you use to access t his ne wsp ap er is

the sam e p assw ord y ou use to check yo ur e -mai l or to a ccess yo ur fin an cial reco rd s.

In this case , the va lue o f the d ata be ing pr ote cted is low , the l ikel ih o od of at tack is low , the co st of

reco ve ring fro m a succe ssfu l att ack is lo w , and t he refo re the cost of the se cur it y syst em sho uld a lso be lo w.
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Q I have a cl ie nt cert ifi cate au thor iza tio n r eq uire me nt on a v ir tua l d i rect or y of m y I IS 6 .0 W eb sit e. Afte r I IS

au the nt ica tes the ce rt ifi cate , I v eri fy t ha t the usag e p ol icy of the cl ien t cer tifi cat e is enab le d fo r "sma rtca rd

lo go n." If t he clien t cer ti ficat e d oe s no t ha ve th is u sag e p ol icy , then the re quest w i ll be re dire cted .

Bu t a fter In ter net Exp lo re r su ccessful ly au then ticate s a cl ie nt cert ifi cate ag ainst a sp eci fic vi rt ua l d ir ecto ry , it

wi ll use the sa me cl ien t cer tifi cat e in t he futu re , and ne ver po p up the cer tifi cat e p icke r d ia lo g. It se em s the re

is noth ing that I can do to b ring the ce rti fi cate selection bo x b ack up ag ain t he ne xt t im e the user hi ts th is

vir tual di re ctor y, b ut is ther e?

A You r on ly po ssib le solutio n in I nt ernet Ex plor er is to cle ar the SSL stat e b y choo sing T oo ls | In te rnet

Op tio ns | Con te nt | Clea r SSL Sta te fr om the to ols me nu .

The ot he r p ossibi li ty lies not in In ter ne t Exp lo rer , bu t in Cryp to AP I. I n W ind ow s XP Se rvice P ack 2 ther e is a

desig n change in the w ay that the Cr yp to AP I ca che s the cer ti fica tes o n the cl ien t for a g iv en pr oce ss (see

Wind ow s Pr om pt s Yo u fo r Y ou r P assw ord Mu ltiple T imes W hen Yo u U se Ou tloo k I f St ro ng Pr iv ate Key

Pro tect io n I s Set t o High ).

Th is is the re gistr y ke y that con tro ls t he ne w b ehav io r:

HKLM\Software\Policies\Microsoft\Cryptography

To chang e i t, ad d a new DW ORD na me d "Pr iv Ke yCa che Ma xI tem s." Se tting the v alue to " = 0" w il l p re ve nt a ny

key s fro m b eing cached . By d efau l t 20 k eys w i ll be cached pe r p roce ss.

Got a ques tion? Sen d qu es tions and c omments to webqa@mic ros oft .com.

Thanks to th e fol low ing M icrosoft d evelop ers for their technica l expertise: Betsy Aoki , Gaurav Bansal, Ro b Campb ell ,
Richa rd Ciapala, Dan Crevier, Rob Fr anco, Jay Herbison, Simon Hoar e, Kenne th La ssesen, Drew Leaumon t, E ric Lipper t,

Eilon Lipton , Law rence Liu, David Lovel l, Duncan Mackenzie, Rob Maushardt, Alan Melia , Jerry Orman, Niko la Penko v, M inh
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Fro m the Feb ruar y 2005 issue of MSD N Mag azine .
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NEW : Explore the sample code online! - or - Code dow nload available at : We bQ A0502 .ex e

(2 ,302KB)

Back to top QJ : 050209
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